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ABSTRACT: In an age of increasing information generation and storage needs, sharing valuable
information and security in the cloud has become a major challenge. Key collection cryptography
(KAC)has emerged as a promising solution to this problem by allowing users to securely access
multiple encrypted files, reducing the encryption overhead. This brief introduces a new key clus-
tered encryption system (KAC-SDS) for cloud data sharing that uses advanced encryption tech-
niques to ensure security and efficient data sharing in the cloud environment.
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1.INTRODUCTION

As the volume of data created and stored in
the cloud continues to grow, sharing valuable
data and security has become a major concern
for people and organizations.Traditional data
sharing methods relyon priority management
systems and carry high overhead, which hin-
ders data connectivity between multiple us-
ers.To solve these problems,key collection
cryptography (KAC) has emerged as a prom-
ising cryptographic solution to facilitate data
sharing and security in cloud-based environ-
ments. The key collection encryption system
is designed tosimplify the data sharing pro-
cess by allowing data owners to grant access
more effectively. Instead of assigning a key
to each user or file, KAC allows data owners
to send a single key to gain access to multiple
encrypted files.This process not only reduces
the burden of switch management,butalso
improves the scalability of data sharing in the
cloud environment.The purpose of this re-
search is to propos e and explore the design

and implementation of a new key collection
crypto system for scalable data sharing in the
cloud.

1.2. LITERATURE REVIEW

[1]"A key collection encryption system for
scalable data sharing in cloud storage"
(2013), A. Sahai, B. Waters. This map illus-
trates the concept of KAC and shows its
structure as a bilinear map. It lays the foun-
dation for efficient and secure data sharing in
cloud storage.

[2]"Attribute-Based Encryption for Detailed
Access Control of Encrypted Data” (2010) V.
Goyal, O. Pandey, A.Sahai and B. Wa-
ters.This document introduces the Attribute-
Based Encryption (ABE) concept and its ap-
plication for effective access control. It forms
the basis for the integration of ABE into KAC
to extend the input strategy.

[3]"External Attribute-Based Encryption”
(2014), R. Lu, X. Lin, X. Liang, and X.
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S.shen.This document proposes behavior-
based encryption that allows data subjects to
send their access decisions to third parties
based on the idea of KAC delegation.

[4]"Dynamic Secure Cloud Storage by
Source" (2018), S. Kamara, K.Lauter and
Zhao Y. This document provides a Dynamic
Provable Data Ownership (PDP) scheme for
ensuring data integrityand security updates in
KAC situations.

[5]"Multi-authority-based encryption with an
honest but curious central authority” (2018),
Z.Cao, J. Yan,J. Cui, M. Wu and H. Lin.This
work extends character-based encryption to
support multiple authorizations, which is im-
portant for improving the scalability and de-
livery of KAC.

[6]"A strategic key collection cryptosystem
with broadcast aggregation keys for scalable
data sharing in cloud storage" (2014), A.
Lewko and B. Waters.This document intro-
duces a variant of KAC with shared key dis-
tribution that can reduce communication
overhead in big data sharing scenarios.

[7]"A Reversible Key Collection Crypto Sys-
tem for Secure Data Sharing in Cloud Stor-
age" (2016), L. Xu,Z. Cao, X.Lin and X.S.
shen.This study introduces the removal of
KAC, which allows data subjects to remove
access to certain users.

[8]“Fine Grain Data Access Control in Prov-
ably Secure Multi-Clouds” (2013), los
ntawm W. Sun, Y.T. Wu, S. H.Xu and K.C.
lan.Based on the nature of cloud computing,
this document explores the concept of granu-
lar data access to manage multiple instances.

2.EXISTING SYSTEM

The current KAC system offers the basic con-
cept ofcollecting encryption keys to enable
data sharing in a cloud storage environment.
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It uses binary linear regression in the basic
mathematical model to use aggregate values.
In this system, the data owner generates a
master public key (MPK) and a master pri-
vate key (MPSK) during installation. The
data owner then encrypts the personal data
files using symmetric encryption and stores
them in cloud storage. Key collection in KAC
involves combiningthe data's unique encryp-
tion key and access operation (ie, key file) us-
ing MPK_.For example, customers).The result
is a combined key that provides access to
multiple encrypted files without requiring a
separate decryption key for eachfile. Author-
ized users receive bulk keys from dataowners
or trusted sources. Users using batch keys can
decide which encrypted data they can access
based on the access control rules defined dur-
ing thebatch process.

DRAWBACKS OF EXISTING SYSTEM:
One master file.

Restricted access to administration.
Difficulty in extracting key.

Communication and storage overhead.
3.PROPOSED SYSTEM

In a cloud environment, it is important to
share different information for effective col-
laboration among multiple users. Traditional
data sharing methods often involve assigning
a key to each encrypted file, making the pro-
cess cumbersome and inefficient. As the vol-
ume of data and the number of users increase,
the management of values becomes amajor
challenge. To solve this problem, key collec-
tion cryptography (KAC) is proposed as a so-
lution for data sharing in the cloud.
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ADVANTAGES OF PROPOSED SYS-
TEM:

We can also use general aggregation to share
encrypted data.

The master key is fixed.

There is no special relationship between clas-
ses.

4.PROBLEM DEFINITION

The problem definition of Key Collection
Cryptography (KAC) in the context of scala-
ble datasharing in the cloud revolves around
the challengesof efficient and secure data
sharing in the cloud storage environment. As
data volumes continue to increase, traditional
encryption methods become ineffective due
to the need to manage individual encryption
keys for each user. This increases computing
overhead and storage costs, hindering inte-
gration and access to data between multiple
users. The problem KAC needs to solve is
how to create an encryption solution that al-
lows data owners to share data with multiple
recipients in cloud-based system, while re-
ducing the hassle of curating critical manage-
ment and personal information. The main
goal is to combine multiple ciphertexts into a
single ciphertext agreement and create a uni-
fied code that allows users to decipher the in-
formation.In addition, KAC should support
effective access control to allow access based
on user properties and to allow modification
of important actions and deletions for users'
access rights.

5.KEY AGGREGATE CRYPTOSYS-
TEM

Key Aggregate Cryptosystem (KAC) repre-
sents an advance in the field of easily distrib-
uted data in cloud environments. With the
growth of data and theincreasing number of
users, traditional data encryption methods are
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difficult to use and easy to access. KAC over-
comes this challenge by introducing a new
concept of "bulk key" by changing the way
data is encrypted, shared, and accessed in the
cloud uses an encryption method that con-
tains personal information and public keys at
its core. When data owners upload files to the
cloud, all files are encrypted with unique
data. Instead of storing data separately for
each file or user, KAC allows data owners to
aggregate this data into a single set of keys
that represent a shared combination of many
users and data. This integration reduces the
number of encryption keys required, simpli-
fies key management processes, andenables
data integration in the cloud.A key feature of
the KAC is quality control support. Data
owners can grant access to certain groups of
users via shared content links. Each user is
then equipped with the keys necessary to ac-
cess the encrypted data they are authorized to
view or modify.This approachensures that
data remains private from unauthorized us-
ers, enabling secure collaboration and data
sharingacross multiple weather scenarios.In
addition, KAC provides an effective access
revocation mechanism. When the user's login
is removed, the data owner can replace the
corresponding key, overriding the previous
key. This dynamic approach to management
eliminates the need to re-encrypt entire da-
tasets to provide real-time data management
access.The versatility of the KAC makes it an
invaluable tool in many data-intensive
field.Also, in a distributed system KAC im-
proves the performance of data sharing be-
tween multiple users, making it the best solu-
tion for collaboration, shared office space,
and enterprise, KAC makes it easy to distrib-
ute content and make incompatible data con-
nections between separate domains.Although
KAC has many advantages, its safety impli-
cations must be carefully considered. Re-
searchers are constantly working to improve
cryptography security to strengthen KAC
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against attacks and vulnerabilities. The de-
sign of the KAC algorithm should take prec-
edence over known security measures to en-
sure that sensitive data is protected in the
cloud.As the demand for data sharing solu-
tions continues to grow, KAC remains the fo-
cus of research and development. Experts in
the field are working on improving the KAC
algorithm, improving its performance and
making itcompatible with existing weather
systems. In addition, modeling efforts and
collaboration between researchers, industry
and policy makers have played an important
role in enabling KAC to provide reliable and
widely used data sharing in thecloud. KAC
offers key collection and efficient manage-
ment, simplifying key management, increas-
ing security and facilitating collaboration in
the cloud data environment.KAC is poised to
become the future of information sharing,
supporting the growth of cloud computing
and providing organizations with a secure
and efficient information access environ-
ment.

5.1.ALGORITHMIC STEPS IN KAC
STEP 1:
SETUP:

DESCRIPTION:The data owner takes the
first action to set up the KAC system. During
setup, the data manager generates a master
public key (MPK)and a master private key
(MPSK) using appropriate cryptographic
primitives such as binary mapping Or elliptic
curve cryptography. MPK is public while
MPSK is reserved and used for key deriva-
tion,

STEP 2:
KEY GENERATION:
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DESCRIPTION:In Key Geneartion,gener-
ate the public key and private key for the data
owner.

STEP 3:
DATA ENCRYPTION:

DESCRIPTION:In the data encryption algo-
rithm, the data owner uses appropriate en-
cryption techniques to encrypt the data.

STEP 4:
AGGREGATE KEY GENERATION:

DESCRIPTION:The Aggregate key (AK) is
generated as the product of the bilinear map-
ping of each user's authorized public key, and
is the hash ofthe block identifier that hash the
increment to a random user's strength hidden
value.

STEP 5:
AGGREGATE KEY ENCRYPTION:

DESCRIPTION:The Aggregate Key En-
cryption step allows the data subject to se-
curely encrypt the BulkKey (AK) in each us-
er's authorized public key. Thisgives users
access to blocks of data, allowing for good
results and specifying their specific content.

STEP 6:
DATA DECRYPTION:

DESCRIPTION:Data decryption involves
using a combined key to achieve the best re-
sults of multipleencrypted files.

5.2.CONSTRUCTION OF KAC
STEP1:

e Choose an appropriate elliptic curve
group and a bilinear pairing function e.
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Generate a master public parameter P and
a master secret parameter a.

STEPZ2:

Key generation for user I,
INPUT :User identifier i.

Compute the private key and public key
for user i: private_key i =a * i (scalar
multiplication)

public_key i = P * i (scalar multiplica-
tion)

OUTPUT:private_key i  and

lic_key i for user i.

pub-

STEPS:

Data Encryption for Data Block b,

INPUT :Data block b and a random sym-
metric encryption key K_b.

Encrypt the data block b using the sym-
metric key K_b to produce the ciphertext
C_b.

OUTPUT:C_b, the encrypted data block.

STEP4:

© 2023, IRJEAT Volume: 05 Issue: 09 | September-2023

In aggregate key generation,

INPUT:Set of authorized user identifiers
A and data block identifier ID_b.

For each user i in A, compute the follow-
ing:

Compute H(ID_b), where H is the cryp-
tographic hash function, and ID_b is the
identifier of the data block.

Compute o_i, a random secret value asso-
ciated with user i.

Peer Reviewed Journal
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Compute e(public key i, H(ID b))*a i,
where public_key i is the public key of
user i.

Aggregate the computed values from all
authorized users:

AK = [](e(public_key i, HID b)))*a i,
where the product is taken over all au-
thorized users in A.

OUTPUT:AK, the aggregate key

STEPS:

Aggregate Key Encryption for User I,

INPUT:AK (the aggregate key) and pub-
lic_key i (the public key of user i).

Encrypt the aggregate key AK under the
public key public_key i to generate the
encrypted aggregate key EK _i.

EK_i = Enc(public_key i, AK), where
Enc() represents the asymmetric encryp-
tion process.

OUTPUT:EK i, the encrypted aggregate
key for user i.

STEPG:

In data encryption,

Data owner shares the encrypted data
blocks (C_b) and their corresponding en-
crypted aggregate keys (EK i) with the
cloud storage service.

An authorized user retrieves the neces-
sary encrypted data blocks and encrypted
aggregate key EK _i.

The user decrypts their specific encrypted

aggregate key EK i using their private
key private_key i to obtain AK.
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e With AK in hand, the user can efficiently
decrypt the encrypted symmetric keys
K _b associated with the data blocks they
are authorized to access.

e The user can then use K_b to decrypt the
corresponding data blocks and access the
original data.

6.FLOW DIAGRAM

—{  Upload
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Send to User
Upload to cloud
() e
Download decrypt data

7.CONCLUSION

Key aggregate cryptosystem have a number
of advantages that make them a good choice
for cloud-based data sharing situations.Effi-
ciency is another important aspect of KAC.
By implementing binary matching, elliptic
curve cryptography and cryptographic hash
functions, KAC optimizes the key collection
process, reducing computational overhead
and communication. This is ideal for large
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data sharing applications where data manage-
ment is critical.Data privacy is important in
any data sharingprocess and KAC is good at
it. Through multiple layers of encryption,
KAC ensures that data is kept private and ac-
cessible only to authorized users.Symmetric
encryption of data blocks, combined with en-
cryption of all keys in each user's public key,
provides effective protection against data
breaches and unauthorized access attempts
yes. Scalability is another key factor that
makes KAC a great solution. A cloud-based
system that increases data count and user in-
teractions, KAC is designed tomeasure qual-
ity with users and data blocks. This scalabil-
ity is necessary to manage shared data effi-
ciently and flexibly according to different
needs.In addition, KAC provides ease of up-
dating and deleting user information.Data
owners can change data or remove access to
specific users without re-encrypting all data.
This agility ensures that data sharing opera-
tions remain seamless and responsive to
changing data management needs.Overall,
key collection encryption systems area strong
and future-proof encryption solution for scal-
able data sharing in the cloud. The combina-
tion of management quality, efficiency, data
privacy, scalability and flexibility makes it
the best choice for using the cloud to improve
integrated data sharing while maintaining
data security and privacy.With the continu-
ous development of the cloud industry, KAC
has always been at the forefront of secure and
efficient data sharing, providing a reliable
foundation for the future cloud based on data
management.

8.FUTURE WORK

Future work of key aggregate cryptography
(KAC) for scalable data sharing in the cloud
has great potential to improve cutting-edge
cloud security andefficiency. A key area of
focus is optimizing KAC'scomputing effi-
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ciency. Researchers can explore new algo-
rithms and encryption techniques to reduce
the computational load involved in key pro-
cessing, encryption, and decryption. By sim-
plifying these tasks, KAC can achieve greater
scalability and be more adaptable to more
data and users in the cloud environment.Fur-
thermore, improving the stability ofKAC re-
mains an important area for future re-
search.Although KAC is designed to resist a
variety of cryptographic attacks, more effort
is needed to verify and prove its security fea-
tures. By identifying potential vulnerabilities
and strengthening defenses, KAC can pro-
vide security and increase trust between users
and data owners. Additionally, future work
may focus on addressing data changes in
KAC. As cloud-based data evolves over time,
it is important to properly adapt to data up-
dates and user deletion processes. Finding
ways toadd or remove blocks of data without
requiring full re-encryption and ensuring that
no users are deleted can increase KAC's flex-
ibility and reduce management complexity
for data owners and cloud service provid-
ers.Collaboration and modeling efforts are
also critical to the future development of
KAC. Collaborative research to develop a
similar model for KAC can contribute to
wider and more efficient use of different
clouds and services. This will encourage in-
tegration and collaboration to secure the
shared data ecosystem and encourage theex-
pansion and use of KAC in different environ-
ments.As a result, future work on key aggre-
gation cryptosystems for scalable data shar-
ingin the cloud will lead to successful growth
in cloud security, efficiency and availability.
Increasing computing efficiency, strengthen-
ing security measures, addressing the power
of information, andencouraging collabora-
tion through design are priorities that re-
searchers and physicians need to ex-
plore.These efforts could further strengthen
KAC's position as a powerful and versatile
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encryption tool that enables secure and seam-
less data sharing in a changing world.
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